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©CBPRs e .

Documents News & Events Privacy in APEC Region

CONSUMERS BUSINESS GOVERNMENT ABOUT CBPRS COMPLIANCE DIRECTORY v

Participation in the APEC Cross-Border Privacy Rules (CBPR) System affords

Asia-Pacific Economic Cooperation members a unique opportunity to work

with their counterparts throughout the region to facilitate cross-border trade with privacy standards that meet or
exceed those set out in the APEC Privacy Framework.

The APEC CBPR System uses appropriately qualified Accountability Agents that have been recognised by participating economies to certify that
participating organisations’ privacy policies and practices comply with the APEC CBPR System requirements. Accountability Agents (public or private)
are also responsible for ensuring any non-compliance is remedied in a timely fashion and, in appropriate cases, reported to the relevant enforcement

authorities.

One of the goals of the APEC CBPR System is to lift the overall standard of privacy protection throughout the region through these voluntary, yet
enforceable, standards.

THERE ARE CURRENTLY NINE PARTICIPATING ECONOMIES:

USA Mexico Japan
Canada Singapore Republic of Korea
Australia Chinese Taipei Philippines
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« TRUSTe : [24]7.ai, Inc.,, Apple Inc., Assurant, Inc., BitSight Technologies, Inc., Box,
Inc., Cisco Systems, Inc., Crovvle¥ Webb & Associates, Inc., Electronic Arts,
General Electric Company, Hewlett Packard Enterprise Company, HP Inc., IBM,
Infor, Kobre & Kim LLP,” LogMeln, Inc., Mastercard International, Inc., Merck & Co.,
Inc., Kenilworth, NJ. USA, Organon & Co., PGA Tour, Rackspace, Reltio Inc.,

Rimini Street, Inc., The Ultimate Software Group, Virgin Pulse, Inc., Workday, Inc.,
World Wrestling Entertainment, Inc., Yodlee, Inc., Ziff Davis, LLC

« Schellman & Company, LLC : ServiceNow, Inc., Slack Technologies, Inc.,
« NCC Group Security Services, Inc. . Talkdesk, Inc.

o U UHKR—IL

« 153 AT 4« 7IRBT : Alibaba Cloud (Singapore) Private Limited, CrimsonLogic Pte
Ltd, The Great Eastern Life Assurance Company Limited, TRS Forensics Pte Ltd
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APEC CBPR overseas transfers of personal data

APEC

—
" CROSS BORDER
@i PRIVACY RULES SYSTEM

SINGAPORE

2021/6/11

The APEC CBPR System was developed by APEC economies to build consumer, business, and regulator trust in cross-border flows of
personal data. The APEC CBPR System requires participating businesses to implement data privacy policies consistent with the APEC
Privacy Framework and helps to bridge differing national privacy laws within the APEC region, reducing barriers to the flow of information for
global trade.

The CBPR System applies to organizations (data controllers) that control the collection, holding, processing, or use of personal data and
enables certified organizations across APEC economies to exchange personal data more seamlessly.

The APEC CBPR certification is based on the APEC Privacy Framework which features nine privacy principles: Accountability, Prevent Harm,
Notice, Choice, Collection Limitation, Use of Personal Information, Integrity of Personal Information, Security Safeguards and Access and
Correction. The framework was endorsed by 21 APEC economies to promote accountable and responsible transfers of personal information
between the APEC economies.

Singapore recognizes the APEC CBPR and PRP certifications for overseas transfers of personal data under the PDPA. This means that
organizations in Singapore can easily transfer personal data to the overseas certified recipient without meeting additional requireme R, ContactUs

Compliance Directory for CBPR can be found here
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Commission Implementing Decision (EU) 2016/1250 of 12 July 2016 pursuant to
Directive 95/46/EC of the European Parliament and of the Council on the
adequacy of the protection provided by the EU-U.S. Privacy Shield (notified under
document C(2016) 4176) (Text with EEA relevance) C/2016/4176
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Maximillian Schrems v Data Protection
Commissioner(C-362/14) (Schrems|iR7E)

(interpretation of Directive Art.25-26)

* ---in the light of Articles 7, 8 and 47 of the Charter of
Fundamental Rights of the European Union

. ---the term ‘adequate level of protection’ must be
understood as requiring the third country in fact to ensure, by
reason of its domestic law or its international commitments,
a level of protection of fundamental rights and freedoms
that is essentially equivalent to that guaranteed within
the European Union by virtue of Directive 95/46 read in

the light of the Charter.
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The Charter of Fundamental Rights
of the European Union

« Article 7

« Respect for private and family life

« Everyone has the right to respect for his or her private and family life,
home and communications.

e Article 8

« Protection of personal data

- 1. Everyone has the right to the protection of personal data concerning
him or her.

« 2. Such data must be processed fairly for specified purposes and on the
basis of the consent of theperson concerned or some other legitimate basis
laid down by law. Everyone has the right of access to data which has
been collected concerning him or her, and the right to have it rectified.

« 3. Compliance with these rules shall be subject to control by an
independent authori

2021/6/11 #17EDBSCEHEDt I+ — 66
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« 133 It follows that the standard data rogection clauses adopted by the
Commission on the basis of Article 46(2)(c) of the GDPR are solely
intended to provide Contractualﬁuarantees that applﬁ uniformly in all
third countries to controllers and processors established in the
European Union and, consequently, independently of the level of
protection guaranteed in each third country. In so far as those standard
data protection clauses cannot, having regard to their very nature,
provide guarantees beyond a contractual obligation to ensure
compliance with the level of protection required under EU law, they
may require, depending on the prevailing position in a particular third
country, the adoption of supplementary measures b{_the controller in
order to ensure compliance with that level of protection.

133 GDPR46 £(2) (o) ICE D W TRUNEB AR L - IBEN G T — 2 (5
EfEkIE, EU c:<‘§(\f2 ﬂf:’*’*ﬁ%&jﬁ@ﬁ%t: ﬂ,’(,4k @“/\“’C@’%E
ﬁ—iu@%§n5¥ﬂ;@%ﬁ%h«j%:tw&%g@ttfzu,
T, WEEETHI SN TUSREL N EZBRERTHS  ZH
SORENLET —RREXEE, FOEEL, EUED ~F CEKE N B1E
&uﬁwmwﬁﬁéﬁﬂ$%tﬁgﬂm;@%ﬁ HBA ARtz igHtd 5
:t#?%*bﬁﬂﬁﬁmf,%&QEQE@?%EEU,,%w(#b
RUANQEGE RIS 5701, BRENBNNERBEZRATLIES
ERT DIGEDLH S,



HM@ (EEGCMT ) T Dl,wv.x\ o
R S -7
WK OF g 2 My
oGl Uil e o T

e | 1 0Kee  nQEK TRELSE
f . :_/I\J/\_.mA\\\

KRR Rl e
+ 2y . <Ok @ﬂ_mﬁ
QIR 40 TRy T . 8
Ak Ll
OROCOK: QU SRS
MO R N Rl EE0TR
1 BEVONGOS F E@ﬁtﬁ
D8 S OHG B gm0 AT
NSYRI 3 T RN
NES S 00 4 mﬂtﬁm |
| KEE S0 or SR
N S 5% B8k SV o
OO0 Wais G| 48
CHNA S 1D FSRe=P
NENSTS IR HOTHKG
O MG Ty ARV
ANUIKA R IR = LS 18
T 085 SUSEE T S
SR GRD R e JRK o)
ARV |2 HI S 5
= JUINEW I3 BEGoEVE
SR<RKS i W~ sy 6
UG BTN — @ ol
SIO0IREES = I GIRO L
P O E000 1 Sisro



« GDPREIX(109) The possibility for the controller or processor to use
standard data-protection clauses adopted by the Commission or ?iu
supervisory authontg should prevent controllers or processors neither
from including the standard data-protection clauses in a wider contract,
such as a contract between the processor and another processor, nor
from adding other clauses or additional safeguards provided that they
do not contradict d|rectl or indirectly, the standard contractual
clauses adopted by the Commission or dv a supervisory authorit
%rejudme the fundamental rights or freedoms of the data subjec s

ontrollers and processors should be encouraged to provide
additional safeguards via contractual commitments that
supplement standard protectlon clauses.
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« EDPB (RN T — &1% R—F)

« 2020%F11H11HIC(E, "Recommendations 01/2020 on measures that supplement transfer tools
to ensure com Ilance with the EU level of protection of ersona data" (EU®D{&E — ZIRED
DAk@%ﬁ ERICT 27 HDBErY —ILICEBINT 51 %?%@%,FED&%E@EJ)

nEL, 2020&12%215&’0\7‘)/73%/|~ s 71
U ETICIZITSEOERMRHEINTWS

CCEé HIZESZIITRNTH 5" " IMPLEMENTING
ractu I CIauses for the transfer of personal data to
16/ 9 of the European Parllament and of the
FTNT7Yy Xy ML

HICE=ZFENDBEAT — §?®t§7$x
) -/ of XXX on standard cont
ountries pursuant to Regulation ( u% 20
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o« FISCCEIC2021F1A14BICERTERZRRTWS

- EDPB - EDPS Joint Op|n|on 1/2021 on the European Commission’s Implementm Decision on standard
contractual clauses between controllers and processors for th matter s eferre to in Article 28 (7) of
Regulation ( EUSI 2016/679 and Article 29 (7) of Regulation (EU) 2018/17
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- An official website of the European Union How do you know? Vv

European Data Protection Board En v

HOME ABOUT EDPB NEWS OUR WORK & TOOLS m

European Data Protection Board Our Work & Tools Public Consultations

European Data Protection Board

Recommendations 01/2020 on measures that supplement
transfer tools to ensure compliance with the EU level of
protection of personal data

Start Date: 11 November 2020 Public consultation reference: R01/2020
End Date: 21 December 2020 Status: CLOSED

Recommendations 01/2020 [3 125 v English v
The European Data Protection Board welcomes comments on the ions 01/2020 on that transfer tools to ensure compliance with the EU level of protection of personal data.

Such comments should be sent by 21st December 2020 at the latest using the provided form.

Please note that, by submitting your comments, you aci that your c might be published on the EDPB website.

The EDPB Secretariat staff screens all replies provided before publication (only for the purpose of blocking unauthorised submissions, such as spam), after which the replies are made available to the public directly on the
EDPB public consultations’ page. Unauthorised submissions are immediately deleted. The attached files are not altered in any way by the EDPB.

Please, note that regardless the option chosen, your contribution may be subject to a request for access to documents under Regulation 1049/2001 on public access to European Parliament, Council and Commission
documents. In this case the request will be assessed against the conditions set out in the Regulation and in accordance with applicable data protection rules.

All legal details can be found in our Specific Privacy Statement (SPS).

6 CONTACT US

We use cookies
The EDPB website uses cookies to collect data in order to create statistics to improve the quality of our website. You can accept or refuse our cookies by clicking on the buttons below or by visiting our “Cookie policy page”. A default no consent’ option applies in case no choice is made and a refusal will not limit your user experience. If you would like to know

more about our cookie policy, please click on the "More information” button below.
ACCEPT @ MORE INFORMATION
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Data protection - standard contractual clauses for transferri

countries (implementing act)

Have your say > Published initiatives > Data protection - standard contractual clauses for transferring personal data to non-EU countries (implementing act)

About this initiative

0 Draft act

Feedback period Topic Justice and fundamental rights
12 November 2020 - 10 . .
Type of act Implementing decision
December 2020
FEEDBACK: CLOSED Committee £49000 2
UPCOMING Draft act
Commission adoption FEEDBACK: CLOSED
Type

Draft implementing decision
More about draft acts

Feedback period
12 November 2020 - 10 December 2020 (midnight Brussels time)

View feedback received >

Draft imp ing ision - Ares( ) |

) Download 4 |
English (284.2 KB - PDF - 9 pages)

ﬁ Annex - Ares(2020)6654686 |

) Download 4 |
English (514.7 KB - PDF - 29 pages)

Feedback (148)

10 December 2020

Anonymous

The EORTC welcomes the updates in the EU SCC, especially since they were at the center of many
legal uncertainties linked to data transfer in light of Brexit and Schrems Il case law. This issue has
been especially challenging for stakeholders involved in conducting health research (legal sponsors,
academic universities, investigators). Our main observations are: - The title is very misleading for the
contracts departments in clinical...
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compliance with the EU level of protection of personal data
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Use Case 1: Data storage for backup and other purposes that do not require
access to data in
the clear

NS
BEE - NEE

BHEE - AEE

the personal data is processed using strong encryption before transmission,

the encryption algorithm and its parameterization (e.g., key length, operating mode, if applicable) conform to the state-of-the-
art and can be considered robust against cryptanalysis performed by the public authorities in the recipient country taking
into account the resources and technical capabilities (e.g., computing power for brute-force attacks) available to them,

the strength of the encryption takes into account the specific time period during which the confidentiality of the encrypted
personal data must be preserved

the encryption algorithm is flawlessly implemented by properly maintained software the conformity of which to the
specification of the algorithm chosen has been verified, e.g., by certification,

the keys are reliably managed (generated, administered, stored, if relevant, linked to the identity of an intended recipient, and
revoked), and

the keys are retained solely under the control of the data exporter, or other entities entrusted with this task which
reside in the EEA or a third country, territory or one or more specified sectors within a third country, or at an
international organisation for which the Commission has established in accordance with Article 45 GDPR that an
adequate level of protection is ensured, £ 17EDBSCEHED = F —
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Use Case 2: Transfer of pseudonymised Data

NS

EEE - AUEHE

BHEE - AEE

a data exporter transfers personal data processed in such a manner that the personal data can no longer be attributed to a
specific data subject, nor be used to single out the data subject in a larger group, without the use of additional
information,

that additional information is held exclusively by the data exporter and kept separately in a Member State or in a third
country, territory or one or more specified sectors within a third country, or at an international organisation for which the
Commission has established in accordance with Article 45 GDPR that an adequate level of protection is ensured,

disclosure or unauthorised use of that additional information is prevented by appropriate technical and organisational
safeguards, it is ensured that the data exporter retains sole control of the algorithm or repository that enables re-
identification using the additional information, and

the controller has established by means of a thorough analysis of the data in question taking into account any information that
the public authorities of the recipient country may possess that the pseudonymised personal data cannot be attributed to
an identified or identifiable natural person even if cross-referenced with such information,

%#£17EIDBSCED € =+ —
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Use Case 3: Encrypted data merely transiting third countries

N:NL3ES 7R

EEE - AUEHE

THMRE D H % IE

BHEE - AEE

a data exporter transfers personal data to a data importer in a jurisdiction ensuring adequate protection, the data is transported over the internet, and the data may be geographically routed through a third country not providing an
essentially equivalent level of protection,

transport encryption is used for which it is ensured that the encryption protocols employed are state-of-the-art and provide effective protection against active and passive attacks with resources known to be available to the public
authorities of the third country,

decryption is only possible outside the third country in question,

the parties involved in the communication agree on a trustworthy public-key certification authority or infrastructure,

specific protective and state-of-the-art measures are used against active and passive attacks on transport-encrypted,

in case the transport encryption does not provide appropriate security by itself due to experience with vulnerabilities of the infrastructure or the software used, personal data is also encrypted end-to-end on the application layer using
state-of-the-art encryption methods,

the encryption algorithm and its parameterization (e.g., key length, operating mode, if applicable) conform to the state-of-the-art and can be considered robust against cryptanalysis performed by the public authorities in the transiting
country taking into account the resources and technical capabilities (e.g., computing power for brute-force attacks) available to them,

the strength of the encryption takes into account the specific time period during which the confidentiality of the encrypted personal data must be preserved,

the encryption algorithm is flawlessly implemented by properly maintained software the conformity of which to the specification of the algorithm chosen has been verified, e.g., by certification,

the existence of backdoors (in hardware or software) has been ruled out,

the keys are reliably managed (generated, administered, stored, if relevant, linked to the identity of the intended recipient, and revoked), by the exporter or by an entity trusted by the exporter

under a jurisdiction offering an essentially equivalent level of protection
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6.

Use Case 4: Protected recipient

N7
BEE - NEE

BHEE - AEE

the law of a third country exempts a resident data importer from potentially infringing access to data held by that
recipient for the given purpose, e.g. by virtue of a duty to professional secrecy applying to the data importer,

that exemption extends to all information in the possession of the data importer that may be used to circumvent the
protection of privileged information (cryptographic keys, passwords, other credentials, etc.),

the data importer does not employ the services of a processor in a way that allows the public authorities to access the data
while held by the processor, nor does the data importer forward the data to another entity that is not protected, on the basis
of Article 46 GDPR transfer tools,

the personal data is encrypted before it is transmitted with a method conforming to the state of the art guaranteeing that
decryption will not be possible without knowledge of the decryption key (end-to-end encryption) for the whole length of time
the data needs to be protected,

the decryption key is in the sole custody of the protected data importer, and appropriately secured against unauthorised use
or disclosure by technical and organisational measures conforming to the state of the art, and

the data exporter has reliably established that the encryption key it intends to use corresponds to the decryption key held by
the recipient, #E170IDBSCEHED & = +—
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Use Case b: Split or multi-party processing

4t

EEE - AUEHE

R

a data exporter processes personal data in such a manner that it is split into two or more parts each of which can no
longer be interpreted or attributed to a specific data subject without the use of additional information,

each of the pieces is transferred to a separate processor located in a different jurisdiction,

the processors optionally process the data jointly, e.g. using secure multi-party computation, in a way that no information is
revealed to any of them that they do not possess prior to the computation,

the algorithm used for the shared computation is secure against active adversaries,

there is no evidence of collaboration between the public authorities located in the respective jurisdictions where each
of the processors are located, which would allow them access to all sets of personal data held by the processors and enable
them to reconstitute and exploit the content of the personal data in a clear form in circumstances where such exploitation
would not respect the essence of the fundamental rights and freedoms of the data subjects. Similarly, public authorities of
either country should not have the authority to access personal data held by processors in all jurisdictions concerned.

the controller has established by means of a thorough analysis of the data in question, taking into account any information
that the public authorities of the recipient countries may possess, that the pieces of personal data it transmits to the
processors cannot be attributed to an identified or idéntifiable maturalPersaneven if cross-referenced with such information,
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Use Case 6: Transfer to cloud services providers or other processors which require
access to data in the clear

NS

EEE - AUEHE

1. a controller transfers data to a cloud service provider or other processor,

2. the cloud service provider or other processor needs access to the data in the clear in order to execute the task assigned,
and

3. the power granted to public authorities of the recipient country to access the transferred data goes beyond what is
necessary and proportionate in a democratic society

then the EDPB is, considering the current state of the art, incapable of envisioning an effective technical measure to prevent that
access from infringing on data subject rights. The EDPB does not rule out that further technological development may offer
measures that achieve the intended business purposes, without requiring access in the clear.

89. In the given scenarios, where unencrypted personal data is technically necessary for the provision of the service by the
processor, transport encryption and data-at-rest encryption even taken together, do not constitute a supplementary measure that
ensures an essentially equivalent level of protection if the data importer is in possession of the cryptographic keys.
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Use Case 7: Remote access to data for business purposes

NS
BEE - NEE

gEE - EE S

1. a data exporter transfers personal data to a data importer in a third country by making it available in a commonly used
information system in a way that allows the importer direct access of data of its own choice, or by transferring it directly,
individually or in bulk, through use of a communication service,

2. the importer uses the data in the clear for its own purposes,

3. the power granted to public authorities of the recipient country to access the transferred data goes beyond what is
necessary and proportionate in a democratic society,

then the EDPB is incapable of envisioning an effective technical measure to prevent that access from infringing on data subject
rights.
91. In the given scenarios, where unencrypted personal data is technically necessary for the provision of the service by the
processor, transport encryption and data-at-rest encryption even taken together, do not constitute a supplementary
measure that ensures an essentially equivalent level of protection if the data importer is in possession of the cryptographic
keys.
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POLICE Ho @ 999 101
Online: Can't Inan Non
reporting find it? emergency emergency

#  Reportit Advice News / appesls My neighbourhood Jobs / volunteer Aboutus

-

L]
Get Started

> Antisocial behaviour > Abuse & anti-social behaviour
3 Coronavirus restrictions breach >
> Criminal damage > s/ COVID19
> Domestic abuse > protection
> Then > Online fraud/ safety
> More things you can repart > Alladvice topics
Quick links

.: @ 2
My neighbourhood 101 live chat Police jobs Your data Caught on camera Track & local crime ]

Latest in West Yorkshire

Appeal: Fail To Stop Collision, Leeds Appeal to Loeate Missing Pensioner
Gam
07 June 2021

Snap it. Flip it. Save it. Mark it 07 June 2021

Cycle crime campaign

UPDATE: Further Arrests Overnight in Nation-wide Appeal Launched to Trace
Connection with Murder of 18-Year-0ld Missing Teenager Loi Nguyen
in Bradford

[ — 07 June 2021

SNAPIT. . 07 June 2021
.
FLIPIT.
SAVEIT. [@YQY  irmoomsconsmnnimn i sttt
MARKIT. Shopping Centre, Leeds Teenager Allshba Mahmood in Bradtord

07 June 2021 07 June 2021

Allnews / appeals | Press and media

Keep up to date Get involved My neighbourhood

Latest Volunteer Bradford

Latest campaigns Job opportunities Calderdale

RSS Feeds. Neighbourhood watch Kirklees

g e https://www.westyorkshire.police.uk/about-us/our-
4 — HbEdepartments/mounted-section/mounted-section %

xperien
By clicking Accept you agree to us doing 50,
Click her des and 1o read more information
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Who we are v Whatwe do v Investigatory Powers v Publications v News Contact us 0 g a n isati on s we oVe rsee

Home > Who we are

We oversee the use of covert powers by over 800 public authorities. The organisations can broadly be categorised into six groups:
Who we are

« Intelligence agencies

+ Police and law enforcement agencies

« Local authorities

« Prisons
« Warrant granting departments
Overseen by the Investigatory Powers Commissioner, Sir Brian Leveson, the Investigatory Powers Commissioner's Office (more Others

commenly known as IPCO) currently employs approximately 50 people, including Inspectors, lawyers and policy officials

The team supports the Investigatory Powers Commissioner and Judicial Commissioners in fulfilling their duties under the
Investigatory Powers Act 2016. L — Judicial Commissioner Details
Approval Required

Before this legislation came into force, three precursor arganisations were merged to form IPCO in September 2017. The previous
organisations were the Office of Surveillance Commissioners (OSC), the Interception of Communications Commissioner's Office
(IOCCO) and the Intelligence Service Commissioner's Office (ISComm).

Judicial Commissioner approval is required in all
cases.

Bulk Communications Data Yes

Judicial Commissioner approval only required fo
identify or confirm journalistic sources

Under the terms of the Investigatory Powers Act 2016, funding for IPCO is provided by the Home Secretary. However, IPCO
caries out its functions independently of the Government and is not part of the Home Office.
Targeted Communications Data No*

for law are app d by
the Office for Communi 1s Data Authorisati

Judicial Commissioner approval is required in all

Bulk Equipment Interference Yes
cases.

Judicial Commissioner approval is required, except

rgeted Equipment Interference Yes -
v - in urgent cases.
Investi y Powers C issi
- . Judicial Commissioner approval is required in all
The gatory Powers ioner, Sir Brian Leveson, Bulk Intceceplion ves cases.
has for g the use of ry powers

by public authorities, such as intelligence agencies, police and
local authorities. He is supported by a team of Judicial
Commissioners.

Judicial Commissioner approval is required, except

Targeted Interception Yes )
in urgent cases.

Judicial Commissioner approval is required in all
cases.

Bulk Personal Daiasets Yes

Read more >

Judicial Commissioner approval is required to
Covert Human Intelligence Sources No* deploy an undercover officer for more than 12
months only. Approval must be given in advance.

. Judicial Commissioner approval is required, except
Yes
in urgent cases.

Judicial Commissioner approval is required for law
enforcement fo use this power in intrusive setfings
only (e.9. a private residence or office)

Judicial Commissioners

A Judicial Commissioner is a serving or retired member of the
senior judiciary in the UK. Judicial Commissioners support the
Investigatory Powers Commissioner in his oversight dulies by
providing thorisation of ions for the use
of certain investigatory powers. These powers are used by
public authorities

2021/6/11

Read more »

Property Interference No* Judicial Commissioner approval is required if the
applicant seeks fo acquire confidential material

Judicial Commissioner approval is nof required in
urgent cases

217[E]DBSCED

* Although approval is not generally required, there are exceprions to this as explained in the “Details” column.
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* K%
ARTICLE 29 DATA PROTECTION WORKING PARTY

%%
* %

*pk

538/14/EN
WP 212

Opinion 02/2014 on a referential for requirements for Binding Corporate Rules submitted
to national Data Protection Authorities in the EU and Cross Border Privacy Rules
submitted to APEC CBPR Accountability Agents

Adopted on 27 February 2014

This Working Party was set up under Article 29 of Directive 95/46/EC. It is an independent European advisory body on data
protection and privacy. Its tasks are described in Article 30 of Directive 95/46/EC and Article 15 of Directive 2002/58/EC.

The secretariat is provided by Directorate C (Fundamental Rights and Union Citizenship) of the European Commission, Directorate

2 O 2 1/6\,\37\irailustice, B-1049 Brussels, Belgium, Office No MO-59 02/013.
el

bsite: http://ec.europa.eufjustice/data-protectionfindex_en.htm

2. Scope of an Organization’s Personal Data Protection and Privacy Rules

Common Elements Required for both BCR Approval and CBPR Certification

An organization’s personal data protection and privacy rules should include a description of its

scope of application including:

e The geographical scope (see sections 4 and 15 of this referential) [10];

e The material scope (i.e. nature

of data, customers/prospective  customers,

employees/prospective employees, suppliers...) [11];

e The list of the entities bound by the organization’s personal data protection and privacy

rules [12]; and

o The purposes of the transfer and/or processing [13].

Additional Elements Required for BCR
Approval

The processing of personal data that is
publicly available is subject to the
requirements of EU data protection law and is
not exempted from the BCR.

Organizations that choose to participate in the
BCR System shall implement privacy policies
and practices consistently with the BCR
program requirements for all personal data
that is transferred within the Group outside of
the European Union. While not required for
BCR approval, participating organizations
may apply the same privacy policies and
procedures to all personal data that are
processed within the Group globally,
provided that compliance with EU data
protection law is ensured where personal data
is processed in the EU.

Additional Elements Required for CBPR
Certification

N/A

Clarification of the Scope of BCR
N/A

Clarification of the Scope of CBPR

In some instances, the organization’s personal
data protection and privacy rules may not
apply to publicly available information [14].

Organizations that choose to participate in the
CBPR System should implement privacy
policies and practices consistently with the
CBPR program requirements for all personal
information that they have collected or
received that is subject to cross-border
transfer to other participating APEC

+#1'BCR& CBPRDEE DXl
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[> MDDB Home
P> APEC Group

I Frequently Consulted

MDDB > Search Results

Search Results

6 results fou

Powered by Microsoft

APEC Website Help Contact Us

V Leaders' Declarations Doc. No. .  Access Title : Date File
W Ministerial Statements
v Summary Records 2015/SOM3/ECSG/DPS-
EU/004 P Binding Corporate Rules (BCR) Procedure 2015/08/27 OB
[> Meetings Catalogue Record ’
2015/SOM3/ECSG/DPS-
EU/009 p Binding Corporate Rules (BCR) / Cross Border Privacy Rules (CBPR) Referential 2015/08/27 A EE
Catalogue Record :
[> simple Search
D A heanced Ganrch 2015/SOM1/ECSG/DPS- o . )
EU/003 P Binding Corporate Rules (BCR) / Cross Border Privacy Rules (CBPR) Referential 2015/01/31 574.6 KB
Catalogue Record :
2015/SOM1/ECSG/DPS- m
EU/007 P Case Study: Organization Cross Border Privacy Rules (CBPR) Certified Implementing Binding Corporate Rules (BCR) - Merck & Co., Inc. 2015/01/31 1576 KB
Catalogue Record :
2012/SOM2/ECSG/DPS/002 ) o i i
P Cross-Border Privacy Rules (CBPR) - Binding Corporate Rules (BCR): An Overview and Comparison 2012/05/26
Catalogue Record 79.9 KB
2012/SOM1/ECSG/DPS/1/009 ) - " .
Cross-Border Privacy Rules (CBPRs) and Binding Corporate Rules (BCR): An Overview and Comparison 2012/01/31
Catalogue Record 82.5KB
de | >
Results Per Page: |20 W
All Rights Reserved © 2021 Asia-Pacific Economic Cooperation. Singapore.
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Home > News > EDPB Plenary-adopted documents

EDPB Plenary - adopted documents

& 28 May 2021 EDPB

During its May plenary, the EDPB adopted the following documents:

>

VOV vV VYV

Opinion 16/2021 on the draft decision of the Belgian Supervisory Authority regarding the “EU Data

Protection Code of Conduct for Cloud Service Providers” submitted by Scope Europe

Opinion 17/2021 on the draft decision of the French Supervisory Authority regarding the European code of
conduct submitted by the Cloud Infrastructure Service Providers (CISPE)

Statement on the Data Governance Act in light of legislative developments

Recommendations on the legal basis for the storage of credit card data for the sole purpose of facilitating further online transactions
Opinion 18/2021 on the draft Standard Contractual Clauses submitted by the LT SA (Article 28(8) GDPR)

Response to Mr. de Serpa Soares, Under-Secretary-General for Legal Affairs and UN Legal Counsel

Response to Access Now on the process to identify a controller’s main establishment under the GDPR

Letter to the European Commission on the protection of personal data in the AML-CFT legislative proposals

2021/6/11 #17EIDBSCHEDE I F—

Latest news

Luxembourg’s supervisory authority CNPD has
published 18 decisions on the outcome of
investigations

& 9June 2021 Luxembourg

Dutch DPA: CP&A receives fine for violating
privacy of sick employees

& 9June 2021 EDPB

EDPB Annual Report 2020: Ensuring data
protection rights in a changing world

&8 2 June 2021 EDPB

EDPB Plenary - adopted documents

& 28 May 2021 EDPB
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| @pinion of the Board (Art. 64)

Opinion 16/2021 on the draft decision of the Belgian
Supervisory Authority regarding the “EU Data Protection
Code of Conduct for Cloud Service Providers” submitted by

Adopted

Scope Europe

Adopted on 19 May 2021

£17[EDBSC

Opinion 17/2021 on the draft decision of the French
Supervisory Authority regarding the European code of
conduct submitted by the Cloud Infrastructure Service

Providers (CISPE)

Adopted on 19 May 2021

Adopted
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