DB

Ver.1.0 2009/6/2

[ Oracle
[ Oracle IPLocks PISO Audit Master Chakra \ SecureSphere
42 DB
4.2,
4211
(1)
[
o
( )
(2DBMS
° / )
o
DBA
Insert,Update Delete)
REDO
(update insert delete)
SOL x x
(Q 64KB
DBMS x
(O]
DBMS °
DBA
o
X
(exp) Data Pump Export(expdp)
(3)DBMS
° /)
o
DBA
Insert,Update,Delete)
REDO /
(update insert delete)
DBMS x
(O]
Oracle
(4)DB
e DB (bB
)
DDL o
DBA
REDO /
DB o
DBA
REDO /
42.12
1)
[} o
DBMS Data Pump
DB
)
[
X
X
(2)
[
o
os
Oracle Database
Vault(Option)
X
WORM
4.2,
4221
[
o
SNMP x
o
4222
(1)DBMS
[ o
[ x ( )
(2)
. (AP) DBMS x
DB
[} o
0 -1/6 -

© 2009 Database Security Consortium All Rights Reserved.




DB

Ver.1.0 2009/6/2

[ Oracle
[ Oracle IPLocks PISO Audit Master Chakra [ SecureSphere
4223
(1)
[ X
DB
[} o
(2)
] / x
DB
[ o
Web
Web
(3)
) X
DB
[} o
Web
Web
4224
Y X o X o X
3
L] SQL °
. DB °
423
4231
[} o
SQL ForensicOption
sQL
SQL
SQL
-DB
4232
(1)
[
o
sQL DB-SOX
o
SQL
o
sQL cPU 170 SQL /0 CPU
cPU I o SQL
sQL
(2) DB
e SQL
SQL x x
SOL x x o
Q SQL sQL
SQL
SQL o
sQL DB-SOX sQL
o o
where select SQL SQL
10g Release 2 IPLocks Version 6.3 PISO Version 3.2 Ver 1.8.10 Ver3.0 Ver6.0
Enterprise Edition
DB-SOX Forensic Option SQL DSG
DBMS 10g Release 2 10g Release 2 10g Release 2 10g Release 2 10g Release 2
(
]
X
0 -2/6 -

© 2009 Database Security Consortium All Rights Reserved.




DB

Ver.1.0 2009/6/2

[ Oracle |
[ Oracle [ IPLocks [ PISO 1 Audit Master [ Chakra [ SecureSphere |
Oracle DBA Oracle FGA DBA
(sQL AM IPC
) SQL Named Pipe TCP
- SQL
sampling SQL
SQL sampling
SQL SSL
When ( ) DB DB DB DB DB DB DB DB
sQL SQL SQL SQL SQL SQL SQL SQL
DB DB DB DB DB DB DB
Who SOL Server
0s 0S 0S 0S 0S 0S 0S
CLIENT_IDENTIFIER CLIENT_IDENTIFIER CLIENT_IDENTIFIER
Where P P P P P P
Web URL
P Web
D
what
how SQL SQL SQL SQL  SQL SQL  SQL SQL  SQL SQL SQL
SOL
SQL
64KB
SCN
ID SPID 1D ID ID ID ID ID ID ID ID ID
0 -3/6 -

© 2009 Database Security Consortium All Rights Reserved.



DB

Ver.1.0 2009/6/2
[ SOL Server
[ SOL Server IPLocks PISO \ Chakra SSDB \ SecureSphere
42 DB
4.2,
4211
(1)
[
o o o
Audit Login/Audit Login Failed
(2DBMS
° / )
o
(SQL
TSQL
SOL x x x x
( Q 64KB
DBMS x
(O]
DBMS o
SQL Server Management Studio BACKUP(T-SQL) Management
(SQL Server ) Studio
(Audit
° Backup/Restore Event) VDI
* BACKUP (T-SQL), Microsoft SQL Server Management Studio , VDI (VDI.Virtual Backup Device Interface)
(3)DBMS
° /)
o
audit schema object access
DBMS x
(O]
Oracle
(4)DB
e DB (bB
)
DDL ° x
Object :
Altered/Created/Deleted
DB o X
Audit Schema Object GDR
Event
42.12
1)
° o X
DBMS
DB (
) )
[
X
X
(2)
[
o X
securityadmin sysadmin
os os
SOL Server Management Studio
SQL
X
WORM
4.2,
4221
[
o
SNMP x x
o X
4222
(1)DBMS
[ o
[ x ( )
(2)
. (AP) DBMS x
DB
° o
0 - 4/6 - © 2009 Database Security Consortium All Rights Reserved.




DB

Ver.1.0 2009/6/2

[ SOL Server
[ SOL Server IPLocks PISO [ Chakra SSDB [ SecureSphere
4223
(1)
[} X
DB
[} o
(2)
] / x
DB
[ o
Web
Web
(3)
) X
/ DB
° o
Web
Web
4224
Y o x x X
DB-SOX
3
L] SQL ° x
. DB ° x
423
4231
° o
SQL ForensicOption
sQL
SQL
SQL
-DB
4232
(1)
[
o
sQL DB-SOX
o
SQL
X X
cPU 170 SQL
SQL
sQL
(2) DB
e SQL
SOL o X
Q SQL
SQL x
Q cPU 170 SQL
SQL
SOL o X
Q sQL sQL
o o
where select SQL
2005 IPLocks Version 6.3 Version 3.2 (for SQLServer) Ver3.0 Verl.3 Ver6.0
Enterprise Edition
DB-SOX Forensic Option DSG
DBMS 2005 2005 2005 2005 2005 2005
0 -5/6 -

© 2009 Database Security Consortium All Rights Reserved.




DB

Ver.1.0 2009/6/2

[ SOL Server
[ SOL Server [ IPLocks [ PISO [ Chakra SSDB [ SecureSphere
SQLServer SQLServer profiler
IPC
Named Pipe TCP
SQLServer SQLServer profiler
) SSL
When DB DB DB DB DB DB
sQL SQL SQL SQL SQL SQL SQL SQL
Who DB Windo / Windo / Windo / Windo / Windo Windo /
SOL Server
oS
Where IP P P
Web URL
P Web
ID
what
how SQL SQL SQL SQL SQL  sQL SQL SQL SQL
SOL
SQL
64KB
ID SPID 1D SPID ID SPID ID SPID ID
ID
0 -6/6 -

© 2009 Database Security Consortium All Rights Reserved.




